MamATKa no
Knbepbe3onacHOEH
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&) CBEPBAHK

v Halua rnaBHas 3a4aya — COXPaHHOCTb BalUWUX AEHEr U
NNYHBIX AaHHbIX

v Mbl NOCTOSAHHO BIOKMPYEM HOBbIE YIrPO3bl U UCMONb3YEM
CaMble COBPEMEHHbIE CpeACcTBa 3alUTbl

v' Ho caman HapéxHasa 3awWmra — 3TO Balla
0CBeAOMNEHHOCTb, 64UTENbHOCTb U OCTOPOXHOCTD!

PekomeHpauuu
no 6e3onacHocTu

Bawa 6e3onacHoOCTb

JalmTiTe CeBa v CBOM AeHBIW

Bcé o kubepbesonacHocTH



& CBEPBAHK
Mbl BCcerpaa Ha CBA3U
CTONKHYNAUCb ¢ MOLWEeHHUKamMmun? CpoOYHO 3BOHUTE:

B MO6UNIBHOM NPUNOKEHUN
HaxkmuTte MKOHKY TenedpoHa B IEBOM BEPXHEM YTy

Ha Homep 900

C mobunbHoro TenedoHa, 3BOHKK No Poccun BecnnaTtHble

Ha Homep +7 495 500-55-50
[ANA 3BOHKOB U3 Nt0bo1 ToukmM mupa, no Tapudam onepatopa

Cnocobbi
obpaTtHoOM cBA3MU

Bawa bezonacHoOCTb

3awTrTe cebs v CBOW AeHbIMN

Bcé o KubepbesonacHoCTH



CoobuweHne o
MOLLUeHHUuYecTBe

Bcé o knbepbesonacHocTH

&) CBEPBAHK

[Nasaunte 6opoTbeAa
C MOLWWEHHUKaMU BMecCTe

Bbl CTONKHYNUCH C 4YEM-TO NOAO3PUTENIbHBIM —
Hanpumep, 0bHapPyXUAKN NoaaeNbHbIA CAUT UK
aKKayHT B couceTax ¢ norotunom CbepbaHka?

Nnu ctanu cenaetenem AeMCTBUN MOLLIEHHUKOB —
Hanpumep, OHU Noa BUAOM COTPYAHMKOB MO3BOHUAN
BalUMM POACTBEHHUKAM?

HanuwuTte Ham, mbl npyumem mepbl.

https://www.sberbank.ru/ru/person/dist services/warning/form




MolweHHUKU n
KOpOHaBUpycC

Bcé o kubepbesonacHOCTH

& CBEPBAHK

OCTOPOXKHO: MOLWIEHHUKN UCNONb3YIOT
TeMy KOPOHaBMUpPYyCa KaK NPUMAHKY

= Ecau BuAMUTE B MOYTE NMUCbMO CO C/IOBOM «KOPOHaBUPYC» B
Teme, byabTe OCTOPOXKHbI U HE NepexoauTe No CCbl/Ikam —
TaM MOMET OKa3aTbCA CamUT-N0BYLLKA.

* BHMMaTENbHO NPOBEPAMTE CCbINKU B MMCbME, OCOBEHHO
KOpOTKKe. He ocTaBnAnTe CBOM AaHHbIe Ha
NOA03PUTENbHbIX CauUTax.

* [loBepAnTte TONbKO oduUMaNbHbIM akKayHTam CbepbaHKa B
coLceTax U He coobuwante HMKomMy naponu ns CMCu
HOMepa KapTbl — MOLUEHHMKMU YacTO MULLYT OT UMEHMU
CbepbaHkKa.




& CBEPBAHK

Mpasuna nnuHoun KnbepbesonacHocTH

ITU NPOCTbie NpaBuaa A0NXKEH 3HaTb KaXKAblW, KTO HE Xo4eT
6bITb 0OMAHYTbIM U INLLNTLCA AEHEer

Y3HauTe 0 pacnpoCTPaHEHHbIX MPUEMAX 3/10YMbILLJAEHHUKOB U
He gante um ceba obmaHyTb

Npasuna nuuHOM
KubepbesonacHocTu

Bcé o kubepbesonacHocTH



& CBEPBAHK

lnaBHble npaBuaa NNYHOMU
KnbepbesonacHocTu

- r e
.
e 2 o 9
He cooBlaiTe HAKOMY He nepexogwTe no Mcnonb3yiTe TONbKO
CEoM naponu, NH- 1 CVV-ko 46| NOLOIPUTENLHBIM COLINKIM. OPULNANLHEIE NPUACHKEHWA
¥ Kogel v3 CMC, faxe coTpydHrKam MOLESH HIAKM MOTYT 3apazvTe Ball ‘BaHka B App Store, Google Play s
Ganka KOMNBITER Win TenedoH Brpycom ¥ Micrasoft Store

YEPSCTH BALUW JaHHBIE

; 000 =
o0
s Od —

MNpasuna AMYHOM
KubepbesonacHocTu

'

Mcnons3yiTe aHTHEMPYCbI. CoobUMTE BaHKY 0 cMeHe HouMepa  TNpoBepARTe pekBU3IMTE Nepesojos
Npunoxexne CeepbaHk OHAAAH Ha MOBWABHOND: BCTh DUACK, HTO BaLUN M NnaTexel, KATopLIE NPUXOART B
Android UMEeT GECANATHLIA AaHHBE ADNaAYT HOBOMY BAaASALLY EMC oT baHka
AHTHBHADYC

Bcé o knbepbesonacHocTH



& CBEPBAHK

OdunumanoHblie Homepa CbepbaHKa

CbepbaHk oTnpasnset CMC Tonbko
c Homepoe 900 1 9000

C HoMepa 9000 BaHk NPOBOANT CMC-0NPOC 0 KaqecTae
QECIYPENBAHHA W NPCBONT aXTYANN3aLIAI0 GaHHbE,

CooblieHne MOXET COfepXaTs CColNky Ha nopTan LieHTpa
HegBuxuMmocT Chepbaqka Domclick.ru wnu onpoc CoepBaHka.

Mpasuna nu4HOM
KubepbesonacHocTu

MNpwn ncnonszosaHum GaHKomaToB

L npnxpmaai-’im- Knaenatypy pymﬁ KOTAA BEOANTE
MAH-k04

* He npuHWMaRTe NOMOLWE OT He3HaKOMLeEB,
HaxXoAACk ¥ BaHKOMATa, It He CoBepLIaiTe onepayuy
NoA JVETOBRY

* QOcMoTpuTe GaHKOMAaT Nepea ucnoNk3cBaHuem
M y6eauTech, YTO Ha HEM HeT NoA03PATENbHBIX YCTRORCTE

Bcé o kubepbesonacHocTH



MNpasuna AMYHOM
KubepbesonacHocTu

Bcé o kubepbesonacHocTH

&) CBEPBAHK

Monb3yutecb ycnyramm 6aHKa 6e3onacHo

YTO HY>KHO 3HATb MPU UCMO/Ib30BaHUM GUHAHCOBbIX CEPBUCOB

(" Form

P

e

MHTepHeT-DaHK

i

bBaHkomaTkl

[\

TenedoHHbIE MOLLEHHMKIA

baHKkOBCKanA kapTa

MNceenobpokepsl 1 MCEBAOAUNEPLI

e

Cepeuc CMC-baHk

CMC- v email-MoLIeHHWYECTED
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Kak 6e30nacHO No/sib30BaTbCA
UHTEpHeT-6aHKOM

UHTepHeT-6aHK ChbepbaHk OHNailH — yp06HbIM 1 Be3onacHbli cnocob cosepwaTh
6aHKOBCKMe onepaunm Ha KomnbtoTepe, 6e3 BU3nTa B 6aHK. YTob6bI 33 MTUTL cebs
OT MOLUEHHWKOB, A0CTaTOYHO cobaoaaTh NPoOCTble NpaBuna:

Hukomy He coobllanTe napony ANA BXoga B
CBepfaHk OHNaWH
Hasxe ceouM Bnuskum v coTpyaHuKan OaHKa.

NpaBuna nonb3oBaHUA
UHTEepHeT-6aHKoOM

YGepguTteck, 4TO agpecHan CTPOKA HAYMHAETCA C
npedurca https://

3T0 O3HAYAET, YTO YCTAHOBNEHO 3allMILEHHOE
COBAMHEHWE

Hukorga He BEOQUTE NaPONU ANA OTMeHE!
onepayumn

06 3T0M MONYT NONPOCHTL TOMBKO MOLWEHHKKY. Ecnm
Bbl ¢ 3TMM CTONKHYIMCE, NOKMHLTE CAAT M CPOYHO
obpaTuTect & OaHK

P @® @

CrapadTech He NONL3OBATLCA Beb-BepCcHen
CBHepBaHk OHNarH ¢ mobGuneHoro Teneoxa
HawmHoro yaobHee ucnonk308arte MobuneHoe
ORMIOHEHHE

&)

Bcé o kubepbesonacHocTH
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Kak 6e30nacHO No/sib30BaTbCA
UHTepHeT-6aHKOM

UHTepHeT-6aHK ChbepbaHk OHNailH — yp06HbIM 1 Be3onacHbli cnocob cosepwaTh
6aHKOBCKMe onepaunm Ha KomnbtoTepe, 6e3 BU3nTa B 6aHK. YTob6bI 33 MTUTL cebs
OT MOLUEHHWKOB, A0CTaTOYHO cobaoaaTh NPoOCTble NpaBuna:

Wenonesyite Tonbko oduumManeHbIi GaHT

CBepbanx OHnanH

CoxpanuTe 10T aJpec B 3aknajkax

Bpay3epa (NOCMOTPET NPUMEDL CAHTOB-NOAAENCK

MOHO HIIHE)

S

MpoeepanTe pekBuantsl onepauun 8 CMC ¢
ogHOopasoBLIM Naponem oT Homepa 200

Eeni paksuauTl He COBMAAAIT, TO TaKOR Napons
BBOAKWTH HENB3A

NpaBuna nonb3oBaHUA
UHTEepHeT-6aHKoOM

®
® WUcnoneayiiTe aHTUBUPYC
e;l PerynapHo 4enanTte NonHy Nposepky KoMNLoTepa
* nporpaMMon-aHTMEMPYC oM. YeTarosuTe
aBTOMAaTUYECKOE OOHOBNEHWE AaHTUBUPYCHBIX Das 1
‘ONepalroHHON CHETEMB!
@)

Ons Bxona B CHepBandk OHNANH HYMEH TOMBKO
MOrMH, NW4YHbLIA Naponke WNW COHOPaz0BeIA M3 CMC
Eenu na caidte sanpawwwmsaioT niobyio gpyryio
NepcoOHANBHYKD MHIDOPMALIMKD, HANPUIMED, HOMED
GaHKOBCKOA KapTel Unu mobBunsHore TenedoHa,
NOKVMHETE CaNT ¥ CpoYHo oDpatuTeck 8 DaHk

Bcé o kubepbesonacHoCTH



NpaBuna nonb3oBaHUA
UHTEepHeT-6aHKoOM

Bcé o knbepbesonacHocTy

& CBEPBAHK

KaK pacno3sHaTtb caut-«nogpenky»?

Moa pAANWYHEMA NPEANOTEMA
JANPEUUMSBSTCR HOMED
mobunaHoro TensdoHa

MoryT oroyToTBoBaTE MK Gk
HESCTAEHBIMA CCLINEW HE HEK0TOPRIS
PN ENLI CARTE, HANDUMED NO MEDaM
DOpBGE G MOLIBHHUYBCTEOM

PexBugiTs:, HOMBPA KON TRITHAIX
TenahoHoa MOryT He COBNSAaTE
& OdIMU AN HEIMIA
#7 (495) 500 55 50

8 (800} 5555550

Onepauws MOWET NpOBOLW TsGA

B HEIBLUALIEHHOM DEMAME (MEOHKN ALPEC MOMET HE COBNBNATL

Opaysapa, YKaRIBE0LMe HE DEGaTY ¢ opMUMBNEHERW Bapecami «CoapGanx
8 IBUPLSHHOM PERMLE, HE BXTHEHEI) Ownaiiks (onling sbarbiankc ru)

Moy paznmssm NDES Noravm
sanpawvaserea CMC-xon no onapatyi




& CBEPBAHK

Mpumepbl PULLIMHIOBbLIX CAUTOB

I GCPUSCT RSN B0 CHETEhy, ME N

Dilipamae mme-mepuﬂmmmmnmmauwu-ﬁ;:gmu- ’ =

NpaBuna nonb3oBaHUA
UHTepHeT-6aHKoM L e j/

Hk ORIT@#AR»

Mepy BeanEcHoc TH Mot HENoNEI0EEMIN CHE Tamp) "ChapGan OHNEE

O preax e Qe TR EHHOL Taemse pow 08y fit

B oncrems «COeplaw OHME M+ B MORETE WNDEENATE CEOMMN URTVASEAIM, KDTEMM, HERETEMN W ARTTAMI SETHESIMIL & THONE CORETIETR NNETEMM i

MU ERRRL Y2 Ee3 VIHTEpMET (MR ADSTYNG B eiereny Bl Hasiralint NEnwrTh IBHTWDNEITAE NOMBISRITENN | NAPoNh. Bu MowETe ME menath 2

T ecolEmir

& C MG BanK0EToR KEpTE WHDET FETROI can bolicr Cheplanca Pocoun [Louode < RaFeTE),

& EOMObAD M OONMEHOTD BaHkEy. DT ERED SMS-COOOMANNE Wl HOMBD SO0 (R e HoMEDE +T 828 2000 900 «7 916 472 3900 ¢ TekoTom: Pars! oo
Lre sonoie = focienmie 5 wedip koMepa Baused kapme). B peaynetare Bam npwaeT napons 1 SMS-coolumid Daee NSHONNTE NG TRRRDOREM
KONTRICTHOr G udHTEd Cleplancs Poccun «T (435) 500 55560 8 B0 555 5550 w nonyu T & ngestn@iucatop nonkIoaatens

Ang rorg wiales safte & oncreny «OGeplank ClliSany 8 NOAHDTYHALMONASLHIM DEVIME, HE0II0MINMG 2T YHABEPCEMHER GOT0E0p (EnKoecurg

abcnymegasnn Ando efopMITe 3 EOTaENEHMN C Focomm

B yenms Sezonackorm venonedousHin yemm «Cle plas OplT@in= sing moweT QonanHETEALHG NANTEs DEAETLOE aaHopastawm napanay, Ins roty

WTaBk! NGMETE OAHGDEICERHT NAEGAL

& PRCTISRATINTE 48K ¢ HEDOMAME WoDaT CakkaMIT, TEpRBHAN COeplianta POCCan & Notoulsi SaMRoecssd kapmel CULH Y84 COBetwnT 20 SaRTEaI D8k
raponei

& PR EXORE I CHCTEMY HENMITE N RHOMGY «SHS-NeaTFepsLaHes i Bl nonymme SHS-coolidesne CnapanaM, sEai B NOZI0YeHp K (ETTE
Mo ne i Gar .

Ecrn Bt 3aisinu Wriw NOTEPRNN WASHTHDUKETO NONEICAST8HA 1 NIPOMN, T0 Bl MONETS TONHTe WOBKE SHANOINWMEI OOPEIOW (IIPEMHIE NEADETM )

Bcé o kubepbesonacHOCTH
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Mpumepbl PULLIMHIOBbLIX CAUTOB
|

CbepbaHK OHJI@HH —

lNpaBuna nonb3oBaHUA
[IPOCTO, 6EICTPO, 6e30I1aCHO!

UHTEpHeT-baHKOM

FRrseHaaumm N0 WHIEapraun ORI GRI0nATHOCTI CHopOamx OxMiEwe

HOBOCTW Bxoa Ha nUYHY0 cTparuly T

B 0RO C NpOBEAEH) MM _
nnarosei pabior ¢ 15 00 08 MaeHTiifvsarop nonbIgeaTEng|
woGps go 02700 09 vostps

[Bpsain Mocdoackee)| ve Gyner |
ADCTYNHO FRUSHITE KPERITHE

noscesy TB Mapene:

25 cenmmiéipn 2011

CEBEPO-KABKA3ICKOMO

BAHKA s
Haumaa © 25 cawratps 2011 AATEE
£ (B HECHOTLRG STan0A) Byaet
nposiSenay nepen
KMUEHTOR Ha DM

BRI CHETE R

Bcé o KubepbesonacHoCTH



& CBEPBAHK

Mpumepbl PULLIMHIOBbLIX CANTOB

Hooma o1 {45 (50 5065 - B0 4189 -

e "C.‘F"'" »

CbepbaHK OHJ‘[@ﬁH —

[IPOCTO, 6BICTPO, 6e30I1aCHO!

lNpaBuna nonb3oBaHUA
UHTEpHeT-baHKOM

HOBOCTU

07 nosBpa 2011
BHUMAHWIO KNUEHTOB

BANBHEBOC TOMHOMO
BAHKA!

B ¢an € nposeam e
nniasossn pador ¢ 1500 08
voabpa o G2 00 09 nosbps
(BpemA MocKoBcros), He OyReT

[t rowcy S e pasandywenna HapTa oo sarfoge et de s eyt Sociy & Gl Ty b
AR INARERD 0 YT ATl EIIHICe T T R0 N T T 0 T N THE

BsenuTe Homep TenedoHs:

47

CHeaTITe Estthanait - ORI 0r e THENLMATT TONGSEnS
R oaercd e NeEE SEp e

|epcin cueTen Chephiang w

FuLiEhw O weaae aseeus

Bcé o KubepbesonacHoCTH
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Mpumepbl PULLIMHIOBbLIX CAUTOB

1 +7 (499) 657 0232

- 1 ] ' CbepbaHk OHJI@EH —

I1POCTO, 6BICTPO, 6e30I1acHO!

HOBOCTH f Bxof Ha NUUHYIO CTPaHMLYy
MpaBuna nonb3oBaHUA e . RRU RIS URER- —ES Sy

BAHKAN 1. B erega s CO&pGauk DUIENH cucTema Hinoina we unomuael nwepmemmiﬂpm W AT
UHTEepHeT-6aHKoOM by R

REka0pa a0 020007

CHepdans MomgT JanpRNMETY FRpONN ANR OTHENL SNepaLweR 8 ChspGank CulkEn §-cedan C

HpREROEHIEN TEARNIACRNR PEOOT Ha CTOPOHE DNSpaTopa

Em ram v.wﬁ& OTMEHITY nmannmm onepa e sus-naunnu lmne I HARMITTe KHORY
¥ IE T IETEE

pekatpn (epama
Mocsoncros) He Oraer
HOCTITHG 13U eIt KDBAMTEE
no BcEMy T

08 wosips 2011
BHUMAHMWE KNHMEHTOB
CEBEPO-KABKAICKOTO
BAHKA

Haunwan ¢ 08 Hoafipn 20111
{= meOctnkMo aTanoe] Gynet
MpPON3BEREH NEpRIOD
kpasToR Ha ofdodnenie

aﬁumnmﬁ umphkn
Bones nappaioi
WHOpMBLEER 06
GEHOENEHHOR CHcTaiE B
LOMRTE CAMBKIMUTLCR B 'f =

PIOEOACTES NENLICEATENA

G fantane Oullifin il i TR R e S R e e e oY o S R S S -

Bcé o kubepbesonacHOCTH
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& CBEPBAHK

KaK MOLWeHHUKU KpaayT AeHbru ¢

n pa B ""n an On bSOBa HUA Knaccnmyeckasa cxema MOWeHHMYeCTBa
HHTEDHET-GG HKOM GuwnHroseIn cant

3noyMbILINEHHIUE Ha PA3NUYHBIX pecyprax.

OT COLMANEHBIX CETER W 3NeKTPOHHON NouTHI

[0 0DbI4HEIX HOBOCTHBIX CAATOB — 3acTaBnAeT Bac
HEKETb Ha CCBIMKY, BEAYLYH0 Ha GULLNHTOBSIA CaliT

Bui nepexoauTe Ha NoAAensLHLI CaIT, KOTopLI KonupyeT
On3aiiH 1 CoflepaHue U3BaCcTHOTo caiTa.

OpHopasoseil SMS-napons

3noymBILLEHHMKY HYXKHO Y3HATe ¥ Bac ogHopazoseii
SMSH&ponb 4na NpoBefeHUd onepauun, Kak npasuno,
MOLLEHHMK 3BOHMT Bam Ha TenedoM 1 NpedcTaBnASTEA
COTPYAHWKOM DaHka W NpocsDamit MM yrposamin
3acTaBNAET NPOAMKTOBATE eMy Ball oaHOpPa30BLIA

Bcé o kubepbesonacHocTH

MepcoHansHLle BaHHLIE

Ha noanensbHow caite Bac MOTYT NONpOCHTL BBECTH
WMAEHTUDUKETOPE! U NaponK, MoGKHAbHLIA TenethoH

Y Opyrie NepcoHanbHele faHHble, Heobxoaumbie
MOLLUeHH1KaM gna obmvana. [na sawmTsl ot MOLLEHHUKOB.
B «Chepbadk OHnain» NpeaycMOTPEHO MoATBEDHAeHE
OMHAHCOBLIX ONepauuii 0AHOPA30BLIM Naponem,
KOTOPGIA OTNPABNASTCH BMECTE © PEKBM3UTaMM CAMOR
onepayuv. HeoBXopnMocTs NoATEEPHAE HIA onepaLmm
0[HOPa30BbLIM Naponew oTobpasxaeTca B «Chepbark
OHNaiH? IpU COBEPLISHWN oNepaLy.

He pasrnawante HUKOMY OOHOPA20ELIA Naponk

Mo3ToMY 0AHOPE308LIA NAPONE 3TO O4EHE KPUTUUHEIA
3nemaeHT 6633]1&[‘.‘}105]—“ — B0 HEMBL3A HKOMY
Pa3rMALLETE M HY B KOSM CMYYSE HeMb3A BE0OUTE, ECH
nonyyeHHble 8 SMS-cooBLIeHIH PEKBUSHTEI OTHOCATCA
K onepalym, kaTopyto Bbl He cosepluanit



& CBEPBAHK

KaK MOLWeHHUKU KpaayT AeHbru ¢
nomouibio puwmnHra. Cxema 2

NpaBuna nonb3oBaHUA
UHTEepHeT-6aHKoOM

Bcé o knbepbesonacHocTy

AN MOBUNBHBIX YCTPOMCTB

Bupyc

BupycHoe nporpammHoe obecnedenme (BUpyC) 3apakaeT
MoBUABHOE YCTPOCTBG KNMeHTA.

Ha nopaensHom caiite

Ha noenbHom caiTe MOryT NPEANoRUTL BBECTH NOTUH

i Napenk OT MYHOM KaGUHETa, MPOATH CoUMabHLI

ONpoOC, CKaYaTe aHTHEWMPDYC MNK HOBOE NPUNCHEHNE

oT ChepGaHka.

Caiit — nosyuwka

MMpu NONBITKE KIMEHTA OTKPLITE € MOBHNBEHOMG
YCTPONCTBA caliT BaHKa, BUPYC NEPEHANDABNAET KNUEHTA
Ha chelManbHbli CaliT-NoByYLUKY, }mt-i‘m PYHOLLMIA caiT
Chepbarika.

Bupyc camMocTOATeNLHO NONYYAEeT U NepackinaeT
SMS-naponu

Mocne ycTanosti BUpyC CamOCTORTENLHO OT MMEHK
KMHUEHTE NOMYYAET W NepecenasT 3N0YMBILLNEHHUEZM
SMS-napony AnA BX0A3 W NOATEERKAEHNA
MOLLIEHH H4eC KX onepalMi B Coepbank OHnaitH.



lNpaBuna nonb3oBaHUA
MOBUNbHBIM
NpUAOXKeHuem

Bcé o kubepbesonacHOCTH

& CBEPBAHK

Kak 6e30nacHO nonb30BaTbhCA
MOBUNBbHBIM NPUNOKEHNEM

MobunbHoe npunoxeHue CbepbaHk OHNalH — yao06HbIN K
6e3onacHbIM cnocob ynpasasaTb cBOMMU GUHAHCAMM Ha cmapTdoHe. Mbl
Aenaem Bcé, YTobbl N0b30BaThCA UM BbIN10 Be3onacHo: Hanpumep, B
Halwe npuaoKeHue Ha nnatdopme Android y»ke BCTPOEH aHTUBMPYC.
Tem He meHee, NpoCcKMM Bac cobnoaaTtb NPocTble Npasuna:

HUKORMY HE rOBCPUTE Napons ANA BXcaa B MobunbHoe
npUNoKEHHe

Mpn yeTaHOBKe HA CMApPTHOH NoCHIX NPUNCHKBHUA
ofpallaiTe BHUMaHWE Ha NONHOMO4HMA, KOTOPbIE OHM
3anpawmsaioT. byasre ocobeHHo BCTOPOMHDI, eChn
NpHNoKEHKE NPoC wT npaBa Ha YTeHWe afpecHoil
KkH#r, oTnpaeky CMC-coobueHmnit 1 J0CTYR K
VHTEDHETY — OHO MOKET DbiTh ONACHRIM, NMydLIE He
yCTaHABNMBANTE ero. '

OTknioymTe B HacTpofkax eawero IPhone
BO3MOMHOCT MEMOMbB30BATH TONOCOBOE YNPABNEHNE
Siri npw 3aBnoKMposaHHEM kpare (HacTpaikn — Siri
— HocTyn ¢ BNokMpoBKoi 3kpaHa).

©@

ACnons3yiATe TENLKO OULMANEHBIE NPHNDHKEHVS
BaHka ana Andreid, iPhone, iPad u Windows Phone

He ycTaHasnueaiTe NpMAoKeHAa Mo CoLIMKam
13 CMC-cooBWEHWA NI 3NEKTPOHHOR NOYTHI, Fame
€CnK B cooBLLEeHnI yTEEPHEAETCS, HT0 0HO U3 DaHka.

He mogudnynpyRTe onepayuoHHY0 CHCTEMY
TenedeoHa (Hanpyrvep, © NoMoLbo Mrelndpeiita).
HecaHKuHoHMPOBaHHEA MoaNdHKaLMs OTHMIIoNaET
3ALUNTHBIE MEXaHUIMEL, 3aNmHKEHHblE
NPOHEBOAMTENER, M BALL Tenediod CTaHOBKUTCA
YAZBMMEIN K 33PHEHUH BUPYCHEIMA NPOrpamMmani.



lNpaBuna nonb3oBaHUA
cepsucom CMC-6aHK

Bcé o kubepbesonacHOCTH

& CBEPBAHK

Kak 6e30nacHO nonb30BaTbhCA
cepsucom CMC-6aHK

Cepsuc CMC-6aHK — 310 cnocob nony4atb 6aHKOBCKME yCayru ¢ nomolbio CMC-
coobuweHuin yepes Homep 900, USSD-3anpocos, a TakKe Push-ysegomneHni (npu
Hanunium MobunbHoro npunoxkeHuna CoepbaHk OHnaiH). CepBuc aaér
BO3MOMHOCTb 0TNPaBnaTh 6aHky CMC-nopydyeHua Ha Homep 900 — Hanpumep,
KOMaHAbl Ha coBeplueHne nepeBosa n MHoroe apyroe. Ytobel nonb3oBaTbheA
cepsucom 6e3 onaceHui, cobntofaiite npocTblie Npasuna:

® YcTaHOBUTe CROXHEIA Naponke Ha TenedoHe & Ecnn Bel cMeHUnu HoMep MoBuneHoro TenedoHa
@ Wrade mowennmrkam Syaet npowe acbpatecs Ao En, Orknrounts CMC-Sank Ber cuoxere B Mpﬁ'mbﬂqm
BaLUWX OeHer S npunoxeHun «CoepGank Oxnaits unn Bankomare.
@ Ecnu notepAnu Tenedox, oBpatureck B Baxnk @ He nopkniovaite k CM_CéGan qyxue Tenedonbl
W nonpockTe BpeMeHHo 3abnokuposate CMC-Gank. @ [awe ecnu Bac NpOcAT 0 3TOM NIOAK. KoTOpLIE:
33Ten 3abnoKMpynTe CBoK CHM-KIDTY Y COTOBOM NPENCTABMAKMCE KCOTPYAHMKAMK BaHka».
oneparopa.. ' ' ' '
& Ecnu sapyr nepectana pabotate cum-KapTa, @ OTknoynTe B HacTpolKax iPhone ronocosce
ﬁ NOSBOHUTE CBOEMY OMEpaTopy CBASN U BLIRCHUTE ynpaeneHue Siri npu 2a6noKupoBaHHOM 3KpaHe.
O NpULSKMHY @ Kak oTkniounts: HacTpoiiku — Siri — Siri ¢

Bo3Mom#HO, Bac aTaKYIOT MOLEHHWKN DNOKMPOBKON 3KPEHA

Koraa Bark BMOnT NOQO3PUTENEHLIE ONEpaLyK OT BALIEro MMEHM, OH MOJKET N0 CBOE i MHMUMAaTHEE BpeMerHo 3abnokmposats
AOCTYN K CEPBNCAN GMCiﬁaHKM Gﬁepﬁaﬂn__.ohmaﬁ'ﬁ_ ECnu onepauuy cOBEPLIANM Bhl, ANA BHICTHON BO30BHOBNEHMA AoCTyNa
NO3BOHMTE, NOKAMYIICTA, B KOHTAKTHAIA LieHTp CBepbarka no Homepy 900 (¢ MOBMNbHOME TenedioHa, SBOHOK Ha TEPPUTOPMM
Poccun becnnathii). '

N



NpaBuna nonb3oBaHUA
6aHKomaTtamm

Bcé o kubepbesonacHOCTH

& CBEPBAHK

Kak 6e30nacHO nonb30BaTbhCA
6aHKOMaTamMmm

Mpu ucnonb3osaHnn GaHKOMATOB MOMHUTE O NPOCTLIX NPasuaax be3onacHoOCTH:

©

Mpu HaGope I'IHH-Ro.na_ MPAKPLIBAATE KNABKAATYPY
Py KOiA. ECMM BOKDYT HET MiOfei — 370 eLe He
Q3HAYAET, 4TO MOLLEHHK KK 38 BamMM He HabnaaeT.

Ecnu Ha Bx0fe B MomellieHue ¢ GaHkoMaToM
YCTaHOBMEHO YeTpoucTE., koTopoe Tpebyer MNKH-
K04 Balei kapTel, He EsoguTe MNMH 1 He BxoguTe

He NpHHUMAATE NOMOLE OT HEZHAKOMUEE,
Haxogacs y Gankomara, He npuenyLUMBaiTech

K COBETAM HEZHAKOMEIX MHASH 1 He MpUHUMANHTE

X NOMOLL. ECNA BaM HY3HE NOMOLYb, 0BpaTuTec K
COTPYAHUEY GaHKa MNK NO3BOHWTE B KOHTAKTHBIA
ueHTp GaHka no Homepy 200 (3BoHOK ¢ MODMNEHOM
TenedoHa Ha TeppuTopur Poccin SecnnatHbi).

@
=

Q
A

e
=

O'ma_aaﬁ're npegnoyTeHMe GaHKoMaTam,
YCTAHOENE HHBIM B 3aUlMLLeHHEIX

mecTax (Hanpimep, B rocy4pemaeHuAX, odrcax
0&8HKOB, KRYMHbIX TORIOBLX LEHTPEX).

He ucnonesyinte baHKOMaT B NPUCYTCTEUN
NOAOIPUTENEHEIX UL, TToA0%OMTE, NOKa DHIL
PAZCUOYTCA, WK BOCNONb3YATECH APYIVL
DaHKOMaTOM

OcMoTpHTE GaHKOMAT Neped UCMeNEIOBAHNEM.
YbeauTeck, Y4TO Ha KNaBWaTYPe 1 B MecTe ANA Npuena
K3PT HET AGNGNHUTEMLHLIX YeTpoicTe, OGpalyaiTe
BHIMAHHE Ha HEeNCIPABHOCTH 11 NOBPEXIEHNA —
HanpuMep, Ha HEPOBHO YCTAHOBNEHHYID KNaBHaTypy.
Ecnm 4T0-TO BhiZBANGC NOAO3PEHNA, HE NoNb3YATECH
3TiM GaHKOMaTOM.

Mepea ucnonssosannem GaHkomata yGeauTech, 4To BCe onepaLyl, COBEPLIAEMBIE NPEABIAYILMM KIMEHTOM, 3aBEPIUEHS].
Ecnu y BaC BO3HMKAOT COMHEHMA, HAXMWTE kHONKY «OTMenas.

He nenonesayiite HeucrpaBHbIl GaHkoMart. Ecny GaHKOMAET 3381UCAST, CAMONPOW3BONEHD NEPE3ATRYKASTCA UMK HA 3KpaHE
NOABNAKTE A MOACIDUTENEHLIE H30EDAKEHUA — HEe NoNb3yATECs M. OTMEHUTE TERYLYID ONEpaLiio, HEKAB KHonky «OTMaHas,

1 OCHOMTEC L BO3BPaTa KapThl

Ecni G3HKCMAT HE BO3EDALLAET KapTy, NOZBOHUTE HA HoMep S00 unm no TenedoHy, YKa33aHHOMY Ha DarkomaTte. He otxoguTe ot
GaHKomAaTa, NoKa HE BLIMOMHWTE PEKOMEHALMM COTPYOHWKA GaHKa.



& CBEPBAHK
Kak 6e3onacHO nonb30BaTbhCA
6aHKOBCKOW KapToOM

BaHKOBCKan KapTa — K4 A0CTyna K Bawemy cyety. OTHOCUMTECH K Hell TaK e
HepexHOo, Kak K Ha/IMYHbIM. YTo6bl 06e3onacuTb cebsa 0T MOLLEHHMKOB, cheaynTe
NPOCTbIM PEKOMEHLALMAM:

(175! =
ﬁ Humoury ree mepegasalite sapry | Hunonry ree roBopare « He sanicesaiime caod TH-og
ApaHUTE KA[TY & MECTE; HERDCTYIHOM RNR % He sramure FIHH-ROD HMIGE B HHTERHETE
NpaBuna nonb3oBaHUA
i S Kak 0be3anaciTh CBOD Ka
6aHKOBCKOWM KapToM o
He ot TalA e rapty Be3 A MUTpa i he =] i bal MOTERAMM KIETY UAH POADIDEBAETE, 410 Bl
MEPSAEEEATE HUKEMY — Hil SEHYHSHTEN, Hi ﬁ CHET STARVIT MOWEHHIRN, CRoss 62 3a0aampyiTe.
wanneran, mmm DerAm s L 210rs noiaosaTe B KOHTEIRTHER Wewtp Chephana

Ha woMep SO0 ¢ MoBHNaHOM TENSmoHa [380H0K B
Poccwm Gecnnarviai) M saiire B adreaner-Gan
BT BT M T 11 T CREaae Chepiame OHmaAH —
HEMAETE FYHHEID EADTY H H2ARTE e 2a500rpoBaTe s

Bufimpadime Qne NoRyEOE TOMDRD e WHTEBHET-
_ BIAIEEAMES, B NOTUREE Bkl TONHD YREpE:
WI-F | — soeueHeaTk MOEYT WERSCTo AaHHGE Baweh

. He: copepliaime noaymo ¢ olleLecTymms
G@ KOMNE N TEDOE MK © W NeRsI0BaHMEN SecrnaTHar

G He COMMMUaRTE D r NRELNGRErR syNifTh Bl KapTy
— ﬁmﬁmmmammmnm
’? MpasooxparmTeNonne GOT3na B NE0BNG o4epels GyayT
NPOBERRTE ENEJENsUE KEPT HA NOMHSCTHOITE
¥ NIRRT T NS RIS,

Bcé o knbepbesonacHocTy



NpaBuna nonb3oBaHUA
6aHKOBCKO KapTOM

Bcé o kubepbesonacHocTH

&) CBEPBAHK
Kak 6e3onacHO nonb30BaTbhCA
6aHKOBCKOW KapToOM

BaHKOBCKaA KapTa — KAKY A0CTyNna K Bawemy cyety. OTHOCUTECH K HEM TaK Xe
HepexHOo, Kak K Ha/IMYHbIM. YTo6bl 06e3onacuTb cebsa 0T MOLLEHHMKOB, cheaynTe
NPOCTbIM PEKOMEHLALMAM:

Kak obeszonacits NMH-koAa

@ He zanuceisarTe ]jHH——KOJZ; Ha Bymare, Ha caMdﬁ% & MNepuogndecku MeHﬁﬁ're.l'IMH.-mg — NPUMEPHO Pas 8
o DAHKOBCKON KapTe, B TeledoHe MK KOMALHTERE — E; 3 Metgqa ,L‘_;pa :m:'rq & DaHKoMaTe U yeTpoicTee
NPOCTO JANOMHUTE Er0. camooBe nysnBanis CoepBatika 3aimnTe 8 pasaen

«IM4HENA k3buHeT, MHopMaLng W CEPBUCS W
BolBepuTe NyHKT «Crennts MMH-kon».

Hrikomy He coobwante FIPiJ—E—uog. Lae poacTeeHHIKEM
1 COTPYNHWKEM DaHKa.

Wo

Kak KoHTponvpoBaTth onepayym rno kapram

MoakntodiTe YBeAOMIEHHA NO KapTe — Baw Ha &) PerynfapHo npoBepAiTe BeINMCKKA C HAHKOBCKMX
TenedoH ByAYT NPUXOAMTS ONOBEILIEHUA O KAMICH @ CYETOR M KBATAHLMM O NOKYNKAX, UTO0LI yBeauThes,
onepauyi. Ecniv Bul BOBPEMA OTCNEAMTE NOKYAKY MAK YT ¢ BALLMMN ONEPELNaMI BCE B NOpAAKe.

nepeso, KOTOPEIE Bhl He COBSPLIANU. BEPHYTH JEHETH Coobuwa#te B @_EHK;D‘.ﬂIQSEig( 'HECOOTEETCTBIAK.

ByeT nerde. ' ' '

CoxpananTe Yekn nocne onnarsl W KapTol,
HaAWHYHBIMI, eClit NEPBOHAYaNbLHO ONNaTa No KapTe 13-
33 £60eB He Npowna.



& CBEPBAHK

Kak obe3onacutb ce6a ot CMC u email
MOLLUeHHM4YecTsa

MoLwweHHUKK perynapHo paccblnatoT CMC 1 3neKTpoHHbIe NUCbMa,
3amackupoBaHHble nog coobuieHua ot baHKa. Ux uenb — nony4ymTb 4OCTYN K
Ballemy CYETY M YKpPaCTb AeHbrun. [03aToMy BaXKHO yMeTb O0TAMYaTh odULManbHbie
coobueHmna 6aHKa OT NMcem MOLLUEHHUKOB.

BaXHo 3HaTbL

CMC 1 email
@ CoTpyAaHWKKM BaHKa HAKOrAA HE MPECAT KNMEHTOB @ CBepbaHk He oTnpaBnsAeT cooblleHUA ¢ hopmMolt anA
MoLllIeHHMN4ecCcTBO @ Ha3BaTh KOHpMAEHUNANEHEIE CBEAEHNA {nonm_-.l'ﬁ" @ BEO/A BallX NepcoHanbHbIX AaHHBIX

Homep kapTel, PIN- u CVC-koge 1 T.n.) 1 He TpebyioT
COBepLaThL AKTMBHEIS ONepalui ¢ KapTami

&) ChepBank He OTNPAENAET coobuleHUA ¢ NpockBoil ® CBapbaHk He NpocwuT 3aliTH B CBepBank OHnakH
@ noATEepanTE, 0GHOBUTE UMW NPefOCTABUTE @ no cobinke U3 NUMcbMa

nepcoHanbHele AaHHBIe

®
= Mpy NGEIX COMHEHNAX 3BOHNTE B KOHTAKTHEIA UeHTp COepGanka Ha Homep 900
@ {¢ MmoBuneHOro TenetoHa) UK Ha HOMED, VKasaHHbIA Ha 0DpaTHo! CTOPOHE KapThl

Bcé o kubepbesonacHocTH



& CBEPBAHK
Mpumepbl moweHHUYecknx nucem n CMC

CMC «Bawa kapTa 3a6n10kupoBaHa»

Bbl nonyunnu CMC npumepHO TaKoro coaepraHua: «Balwa KapTta
3abnokmposaHa» uam «o Balwewn KapTe NnpoBeaeHa onepawuma Ha
cymmy N pybnen». TeKCT coaeput Homep TenedoHa 1 Npusbls
CPOYHO MO HeMy NMO3BOHUTbL. Koraa Bbl Nepe3BaHMBaETe, Bam
OTBEYaeT MOLUEHHMK, KOTOPbIN NPeACTaBAAETCA BaM COTPYAHMUKOM
CMC u email 6aHka — Hanpumep, cnyxbbl 6€30MNacHOCTU /IN TEXHUYECKOK
noAfep*KKW. Bac NnpocAaT npenoctaBuTb MHGOPMALIUIO MU CPOYHO
COBEPLUUTb KaKUe-To AencTBUA — Hanpumep, pa3dbiokMpoBaTh KapTy
MW OTMEHUTb OMEPaLMIO.

MOLWEeHHUYEeCcTBo

MoOLWEeHHWKM NOoNbITAtOTCA NOA Pa3INYHbIMKU NPeaaoraMmu NoNyYnTb y
Bac KOHPUAEHUNANbHbIE AaHHbIE: NONHbIN HOMep KapTbl, NMUAH-Koa,
CVV, CVC-Kopn, CpOK AeUCTBUSA, UM NONPOCAT NOA0UTU K BaHKoMaTy
WAN TEPMUHANY U BBECTU Kog, — ByaTo Bbl AnA pasbnokMpoBKKM KapTbl
AW OTMEHbI NAaTexa. ITU AaHHble MOLWEHHUKU UCMOAb3YIOT ANA
KpaXKu AeHer, NOKYNOK 1 NepeBoaos C Ballero c4éTa.

Bcé o kubepbesonacHocTH



& CBEPBAHK

Mpumepbl moweHHUYecKux nucem u CMC

DNEeKTPOHHOE NUCbMO OT umeHu CbepbaHKa

Bam npuxoanT aNeKTPOHHOE NMCbMO AKODbI 0T CHepbaHKa,
3aMacCKkMpoBaHHOe nog opuumanbHoe NMCbMo. MOLEHHUKU
TpebytoT OT Bac ObICTPbIX AEUCTBUIM UM HEMEANEHHOTO
oTBEeTa. YacTo OTNpaBMTENM TaKUX NMUCEM XOTAT HanyraTb Bac
(«CoobuweHune 06 yBennyeHmnmn 3a40/1IKEHHOCTU Y, «Ball cYéT
3a6/10KMPOBAH») AN COOBLLLAIOT O KAKOM-TO BbIUTpPbILLE.
[TMCbMa MOTyT COAepKaTb BAOXKEHUA, NPOCbOY YTOYHUTL
PEKBU3UTbI KapTbl, CDOOYHO NO3BOHUTb MO YKa3aHHOMY B
nMcbme Homepy TenedoHa UIKN NepenTr No ccbinke. Agpec
canTa 0bbI4HO NOXOXK Ha oduUMaNbHbIe aapeca CanToB
CbepbaHKa. byabte OCTOPOKHbIMU C TAKMMM MUCbMAMMU: HE
nepexoamTe no CCbIJIKAM U HEe OTKPbIBAWTE B/IOXKEHUA. Jlyylue
NEepe3BOHUTE B KOHTAKTHbIN LEHTP baHKa, YTobbl NpoBEPUTH
MHbOPMaLMIO.



& CBEPBAHK
Mpumepbl moweHHUYecknx nucem n CMC

CoobLieHune co cCbiIKamum

MoLUeHHUKM UCNONb3YIOT Halle NtbonbITCTBO B CBOMX Uenax. Bam
MoXKeT Npuiitn CMC C MHTPUTYIOLWMM COAepXKaHUeM: BaM MOryT
coobLaTh, YTO Bbl «BbIMIPaAAM Cynepnpus» UAM NO34PasBAATb C
npasgHuKkamu. Takme coobLLeHMA YacTo COAEPKaT CCbI/IKMK, MO
KOTOpPOM Bam 06eLatoT A0N0NAHUTENbHYIO MHGOPMALMIO O BbIUTpbiLe
CMC v email MAK CCbIJIKY HA CKa4YMBaHMe NO34PaBUTENbHON OTKPLITKKU. Jenatb
3TOrO He cneayer.

MOLLEeHHWN4YecTBoO

Mpun nepexome no 3TOM CCblIKe Ha Ball TenedoH UAN KOMMNbIOTEP
MOMET 3arpy3nTbCs NPUIOKEHME C BUPYCHBIM MPOrPammHbIM
obecneyeHnem, UK Bbl NONAAETe Ha CAUT-N0BYLLKY, Ha KOTOPOM NoA,
Pa3NNYHbIMUK NPEANOramy MOLLEHHUKM MOMbITAOTCA NOAYYNUTb
NepcoHasbHble AaHHble: naeHTUOUKaATOpP U Naposib ANA BXOAA B
UHTepHEeT-6aHK, KoaoBOE CNO0BO, HOMepa 6aHKOBCKUX KapT, MUH-
Koabl, CVV 1 apyryto uHpopmaumio.

Bcé o KubepbesonacHoCTH



& CBEPBAHK

KakK pacnosHatb moLwieHHUKa no tenedoHy?

MoLleHHUKN YacTo BblgatoT ceba 3a coTpygHMKoB baHKa. Hanpumep, Bam Ha
MOBUNBHBIN TenedOoH 3BOHUT HE3HAaKOMeEL,, KOTOPbIA NpeacTaBNAeTCA
CNeLnanmMcToOM KAMEHTCKOW NOAAEPHKKU UK cnyxbbl 6e30nacHOCTU U NPOCUT
Ha3BaTb PEKBM3UTbI KAPTbl, NOAOUTM K BAHKOMATY M CPOYHO BbINOAHUTL HECKONBKO
onepauuit. [puymHa, c ero cnoB, o4YeHb cepbeésHan: cboli B base faHHbIX, yrpo3a
MOLLEHHWUYECTBA UM YTO-TO NoA06HOe. 33343 MOLIEHHWKA — HaNyraTh Bac U He
AaTb BPEMEHW NPOaHANN3UPOBATb CUTYALMIO, NO3TOMY OH ByaeT HacTauBaTb,
4TO6bI Bbl BbINONHUAKM €ro TPeboBaHUA KaK MOXHO bbicTpee.

He Tepante 64MTeNbHOCTM U TPE3BO OLLEHUBANTE npoucxoanwee. MNpu 3BOHKe
TEIIEd)OHHOE KAneHTy coTpyaHuk CéepbaHka:

MOLWEeHHU4YecTBso »  Bceraa o6palLlaeTca No UMeHU-OTYECTBY;

" HWKOrAa He NPOoCUT KOHPUAEHUMANbHbIE CBEAEHUA: NO/HbIE
PEeKBU3UTbI KapTbl (Homep KapTbl, NMUH- n CVV-koga), CVC-naponu
baHKa;

"  HUMKOrAa He TpebyeT coBepllaTh onepaLuuii C KapTou.

[1ng KoHTakKTa c KnneHTamu COepbaHK MCnonb3yeT TPU HoMepa:

900 8 800 555-55-50 +7 495 500-55-50

Bcé o KubepbesonacHoCTH



& CBEPBAHK

Kak obe3onacutb ceba ot
ncespo0bpokepos U ncesgoannepoBs?

MolleHHWKM peryaapHo npegnaratoT KAMeHTam BpoKkepckue nnu aunepckue yenyru, ¢
NOMOLLBIO KOTOPbIX AKOBbLI MOMXHO NPEYMHOXUTb CBOM KanuTan U OCYLWEeCTBUTD
BbICOKOAOXOAHbIe UHBECTULMU. [TpM 3TOM MOLLEHHWUKU HE MMEIOT IMLIeH3UI Ha OCYLLeCTBAeHMe
TaKoN AeATeNbHOCTU W K peanbHbiM BpoKepam UM Aunepam He MMEOT HUKaKOro OTHOLLEHUS.
WX uenb — BbIHYAWTb KAMEHTa NEPEBECTU UM [eHeXHble cpeacTBa.

BaxkHo 3HaTb
® . [pexie Jem nepesoauTe AeHbrit KomnaHwi, yoeauTecs, & MepeyeHs POCCUiiCKAX KOMNAHUA, Y KOTOPLIX 8CTh
Qﬁ YTO Y HEE BCTh NMLUEH3NA Ha ecymfecmenne-ﬁpoﬁepzmﬁ @ COUTBETCTBYHOLIAA NHLEH3HA, NPEACTABNeH Ha CaiiTe

W JMNEPCKON QEATENBHOCTH. LieHTpansHoro GaHka PP 8 CNpasodHUKE yHac THUROB
(PMHAHCOBOMD PhIHKS.

NceBaobpokepsbl n __ | | | .
&) Ecnid OeHsMW NEpeBenetbl B KOMMEHUED, @ O3H3KOMUTLER € OT3LIBAMM O KOMIEHUIA U Y3HETE O
nce B Ao A" n e pbl @ 3APETMCTRURCESHHYD Ha TEPRUTORHK ARYTOre rocyaapcTea, @ PeankHoM OnbITE BIaUMOASHCTEMA ¢ HEM MOMHO Ha

TO CROPE NPUASTEA pellaTh B NPABORAM None
WHQCTRPEHHOMO rocydapcTea, Tak kak 3akoHbt PP Ha ati
KOMOEaHW HE DACTIPOCTRAHAKTCA.

npodbuneHEIX CaliTaxitopymax

& . ECnu BBl NEpEBEN AEHLII HA CYET KoMNaHWu, BaHk He & Mpy NiOBkIX COMHEHMAX 3BOHUTE B KOHTAKTHBLIA LEHTP
Q CHOKET WX BEPHYTh. lpoLlgdypa chargeback, = Chepbanka Ha Homep 900 (c mobunsHoro TenedoHa) nu
NpedycrMoTpeHHAA Npasunamy NNaTekHbX chcTem Ana @ Ha HOMEp, Yka3aHHLI Ha oBpaTHOR CTOPeHE KapTsl

BO3EPATa HEODOCHOBAHHO CMCAHHLIX CPENCTE U
pernamMrpyerMan MOoWeHHMES MY K2k MEXSHMEM 3aLUMTEI
MHBECTOPOR, B OaHHOM CIIyYae He NPUIAeHAETCR, TK.
COMCAHME $O CYETOR MPQUCXORMT MO MHMLUATMEE CaMIK
KIHEHTOB, 1 Yeryra no NepeBoy CHeacTs Co CYETa KapThl
Ha MUYHEIR CHET ABNAETCA OKaaaHHoA, Kpome Toro, no
[SACTBYIOLLEMY 3akoHodaTenLcTRY PO Banki He
BMELIMBAIOTCA B [0TOBOPHBIE GTHOLISHWA MEKTY
nnaTenbu;ml’(aMM'u nonyuaTenamI CPEACTE, NP 3TOM
3akoHonaTenscTao PP npesanvpyeT Haa npasunamu
I'll'ka'l'e}I{HhIX Rl C_Te_M_

Bcé o kubepbesonacHOCTH



& CBEPBAHK

Kak obe3onacutb ceba ot
ncespo0bpokepos U ncesgoannepoBs?

Kak KaneHTbl NONaaaroTcA Ha YJIOBKU MOLWWEHHUKOB

KAMeHTY 3BOHAT M3 KOMMaHMK, AKOBbI MPeAoCTaBAAOLLE
BpoKepcKkue unm gunepckue yeanyrn. Emy obewwatoT BbICOKMiA
[,0X0[, CYLLLECTBEHHO Bbllle, Y4eM Y KOHKYPEHTOB.
MNcesaobpokepol u MpeanoxeHne KaxeTca KNMEHTY 3aMaHUYMBbIM, 1 OH
ncesaoaunnepbl COrnallaeTcs BOCNOAb30BaTbCA YCAYraMu 3TOM KOMNaHUKN U
nepeBecTn AeHbr1 Ha KapTy TPeTbero mua.

ByabTe BHUMaTenbHbl! PeanbHblie BpoKepckue nnm gunepckue
KOMMaHUM He NPOCAT NepeBecTy CPeACcTBa Ha KApPTy TPeTbero
nvua. Ecnu Bbl BbINOHUTE TaKo NepeBos, 0TO3BaTh CPeAcTBa
y»Ke byaeTt HeBO3MOXKHO.

Bcé o KubepbesonacHoCTH



& CBEPBAHK

Kak obe3onacutb ceba ot
ncespo0bpokepos U ncesgoannepoBs?

YTo6bl BbIBECTU YACTb AEHET, HYXXHO 3anaaTuTb

KnnMeHT 3aperucTpmupoBasica Ha cailTe TOProsoi naolaaKkm no
6UHaPHbLIM OMNLMOHAM, NOMONHWUA CBOM BanaHe U Noayumn
yBeZoM/IeHME O NONYyYeHUM «BOHYCHbIX 40X0408». O4HaKO
ANA BbIBOAA 3TUX AEHEer, He0bX0AMMO «NOBbICUTb CBOM
ncesaoaunepsl TOProBbli CTaTyC», T.€. BHECTU AOMNONHUTE/NIbHYIO CyMMy. B
UTOTe KAMEHT BHOCUT Bce 6onblue 1 bonblue CPeAcTs, HO TaK U
He NoJIy4aeT BO3MOMHOCTM BbIBECTU CBOU [AEHbIM.

NceBaobpokepsb! n

NMomHuTte! U3 peanbHo BpOKEPCKON UK OUNEPCKOM
KOMMaHUU KNWEHT BCErAa MOXET BbIBECTM CBOU CBODOAHbIE
AEeHeXHble cpeacTsa.

Bcé o KubepbesonacHoCTH



& CBEPBAHK

Kak obe3onacutb ceba ot
ncespo0bpokepos U ncesgoannepoBs?

OcTopo:KHO, notepesn!

KAMeHT HeBHUMATEIbHO YMTaEeT A0roBop, KOTOPbLIN
NoANUCbIBAET C AKOObI BPOKEPCKOM KoMnaHmel. Korga KnneHT
NbITAETCA MONYYNTb CBOU AEHbIM, KOMMNaHUA OTKa3blBaeT,
Ncesaobpokepsi u CCblNafACb Ha A0TOBOP, IAe YKa3aHo, YTO KJAMEHT y4acTBOBaA B
ncesaoauvnepsl notepee. Monyyaerca, YTO KIMEHTY «MPOCTO He NOBE3/10» U OH
npourpan cCBOU AeHbIU.

byabre 6auTenpHbl! Bcerga BHUMaTENbHO YMTaNUTE A0rOBOPLI,
KOTopble Bbl nognucbisaeTe. [Mpu ntobbix cOMHeHUAX bepute
BpemA Ha bonee feTanbHOE U3y4yeHUe JOKYMEHTOB.

Bcé o kubepbesonacHOCTH



Cnocobbl obmaHa

Bcé o kubepbesonacHocTH
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Kak o06mMmaHbIBalOT MOLUEHHUKM

Y3HaiiTe 0 pacnpocTpaHEHHbIX NPUEmMax 3/10yMblIL/IEHHUKOB
M He panTte um ceba obmaHyTb

Cutyaumsa 1. «3BOHOK U3 cny»6bl 6e3onacHocTn 6aHKa»

Bam 3BOHUT He3HaKoMel,

Homep BxogALLero 3BOHKa O4eHb MOXOX Ha
HoMmep BGaHKa, a 3BOHALLWI NpeacTaBaseTca
«COTPYAHUKOM CNy»KObl 6e30nacHOCTN BaHKa.

Y MOLWEHHUKOB eCTb BO3SMOHOCTb 3BOHUTb C
HOMEPOB, NOXOXMNX Ha odULIMaNbHbIE HOMEPA
6aHKa, Hanpumep, Takux: +7900, +900

310yMbIWAEHHUKN MOTYT MOMEHATb O4HY
uMdpy B HOMepe, KOTOPYHO Bbl HE 3aMeTUTE U
noaymaete, 4To 3T0 6aHKOBCKUIN HOMED.
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Bcé o kubepbesonacHocTH

& CBEPBAHK

Kak 06mMmaHbIBalOT MOLUEHHUKMH

Y Bac npocAaT KoHpuaeHUNaNbHbIE faHHble

MowweHHUK coobLaet, 4To «baHK BbIABUA NOLO3PUTENBHYIO ONEPALIUIO» UK KB
cucTeme npousoluen cbom».

OH NpocuT y Bac NosHble gaHHble KapTtel, CVV- uaun CCV-koa, koa 13 CMC nnu
naponu ot ChepbaHk OHNAMH. DTO HYXHO AKOObI «ANA COXPAHHOCTU BaLLMX AEHEer».

Kak moLweHHUK MoXKeT Bac ybexpaTtb

* «Mbl 3B0HUM C 0OULIMANBHOTO HOMEPA, NPOBEPLTE HA CaUTEN.

* «B uenax KOHOUAEHLUMANBHOCTU A BKAKOYAL0 NPOrpaMmmy-poboT, KoTopas 3aLuTUT
BalW KOHOUAEHUMANbHbIE faHHble» (Bbl CAbiWKTE B TPYOKe NErkum wenecr).

e [1na ybeauTenbHOCTU OH Ha3biBaeT BallM NepcoHasibHble AaHHbIe U NPOCUT
nepeBecTy AeHbriM «Ha 3aLULLEHHbIM CYET, KOTOPbIM 3aKPENNEH 33 NepCcoHabHbIM
MEHEeKepoM — 3TO HYKHO AN1A 6e30nacHOCTH, a NOTOM Bbl CMOXETe BEPHYTb

] ) Q )
900 +7900, +900
8 800 555-55-50 8 800 555-55-51
8 495 500-55-50 8 499 555-55-50
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Bcé o kubepbesonacHocTH

& CBEPBAHK

Kak 06mMmaHbIBalOT MOLUEHHUKMH

Kak 3awmtuTb cebna

* 3anuwunTe Homepa HaHKa B agpPeCcHYI0 KHUry ceoero TenedoHa:

900, 8 800 555-55-50

e Ecamn 3BOHOK ByaeT ¢ Apyroro Homepa, OH 0ToH6pasmnTCA KaK
HEW3BECTHbIMN.

e He coBepluaiTe HUKaKUX onepauymim no MHCTPYKUMAM 3BOHALLEro. Bee
onepauuu onA 3almnTbl KapTbl COTPYAHUK BaHKa AenaeT cam.

e Cpa3y 3aKaHuuBanTe pasrosop. PaboTHUK 6aHKa HUKOrAa HE NONPOCKT
Y Bac CeKpEeTHble AaHHble OT KapTbl UAK MHTepHeT-6aHKa.

* [lpoBepbTe, He ObIN0 1M COMHUTE/NbHBIX ONepaLuii 3a Bpems
pa3rosopa. Ecaun ycnenmn 4to-1o co0bWMTL MOLLIEHHWKAM, Cpasy
no3BoHUTe B 6aHK Ha Homep 900 1 cooblmnTe O CAYYUBLLEMCA.

] ) Q )
900 +7900, +900
8 800 555-55-50 8 800 555-55-51
8 495 500-55-50 8 499 555-55-50
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Kak 06mMmaHbIBalOT MOLUEHHUKMH

Cutyauumsa 2. «llepesog no ownbke»

Bbl ocTaBunum CBOE nmsa u Homep TenedoHa Ha canTe becnnaTHbIX
06bABNEHMIA

BcKkope KTo-To npucbinaeTt Bam ¢ mobunbHoro tenepoHa CMC,
noaaenaHHoe nog 6aHKoBcKoe coobuieHme o6 onepauun.

3atem ¢ apyroro Homepa npuxoant CMC c npocbboi BEpHYTb AEHbIU.

MolweHHUKN Uc4Ye3aloT nocne nepesoga
Ecnu Bbl CamoOCTOATENbHO CAENANM NepeBoa, AeHbrM BePHYTb He
NOAY4YHUTCA.

Kak 3awuTtutb cebn

e [IpoBepbTEe HOMEP, € KoToporo npuwna CMC.
e [TomHuTe: 6aHK npucbinaetr CMC Tonbko ¢ Homepos 900 nnu
9000.

e [[poBepbTe BanaHc cBoen KapTbl, 4TOObI ybeanTbes,
[EeNCTBUTENbHO N AeHbIW NOCTYNUAK Ha CYET.

e Ecnum 3anogo3punv CMC-molieHHUYEeCTBO, cpasy obpaTtuTecs K
CBOEMY NEePCOHaNbHOMY MeHeaXepy UNN NO3BOHUTE B BaHK Ha
Homep 900, unu Ha HOMep, YKa3aHHbIA Ha 0BPaTHOM CTOPOHE 4
KapTbl, (6o yepes mobunsHoe npunoxkeHue CbO/.
e [ina ynobcrBa BHeWwUTe HoMepa baHKa B TeNedOHHYH KHH
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Kak 06MaHbIBalOT MOLIEHHUKN
Cutyauuma 3. «bpokepckue nnum gaunepckue ycayru»

«BblrogHble UHBECTULUU Y

BapuaHT 1. Bam 3BOHUT HE3HAKOMEL,, KOTOPbIW Ha3biBaeT cebsa npeacTaBuTenem bBPoKepPCKoM
AW ANNEPCKOM KOMNAHWUK, NpeanaraeT MHBECTMPOBaTh AEHLIN U 06elLaeT BbICOKMIA 40X04,
Bbl cornawaeTech OTKPbITb CYET M CAMOCTOATE/ILHO NEPEBOAMTE AEHbLIV HA KapTy TPETLEro
nvua. MoweHHUKKU NponaaaloT, BEPHYTb AeHbIM HEBO3MOMKHO.

BuHapHbie ONUMOHbI

BapuaHT 2. Bbl perucTpupyetech Ha caiiTe 6MHapHbIX ONLMOHOB.

Mocne nononHeHWa BanaHca Bbl MoayYaeTe yBeAOMAEHUE O NoAyHeHUN « BOHYCHbIX 0X0A40BY.
YT106b! BLIBECTU 3TU AEHbLIM, BAM HY}KHO NMOBbICUTb «TOProBbIi cTaTyc». [11a 3TOro Bbl BHOCUTE
Ha CYBT AONOAHUTENbHYIO cymmy. MOLWEHHMKM NPONaaaloT, BEpHYTb AeHbIM HEBO3MOMXHO.

Kak 3awmtutb ceba

¢ [poBepbTe AuLeH3uI0. Npexae Yem NnepesoanTb AeHbr BPOKepCcKon
KOMMaHuu, ybeguTecs, 4To y HEE eCTb AnLeH3ua. CNMCoK KoMMNaHui ¢
NMUEH3UAMM Ha OCYLLLEeCTBIEHUE BPOKEPCKON UNK ANNEPCKON AeATENbHOCTH
eCTb Ha cauTe LleHTpanbHoro baxka PO.

e [lpoBepbTE PEKBU3UTLI. PeanbHble BpOKEpPCKME MK AUNepCKue KoMNaHum
He NPOCAT NepeBecTH CPeacTBa Ha KapTy 0BbIYHOro YenoBeka — 370 byaeT
WMEHHO CYET KOMNAHUW.

* [Mo3BoHWUTe B BaHK No Homepy 900, ecan Nogo3peBaeTe, YTO CTONKHYAUCH C
MOLUEHHUYECTBOM.
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Kak 06mMmaHbIBalOT MOLUEHHUKMH

Cutyauua 4. «Onpoc ot C6epbaHKa»

Bbl nonyyaere nucbmo uau CMC o Tom, uto CbepbaHK npoBOAUT NoTepeto

Bam npeanaratoT NpoOMTH ONPOC NO CCbI/IKE, Bbl KIMKAeTe U nonagaere Ha
OULWNHIOBbIW CaNT.

PuwuHz — 3mMo Ko20a y 8ac NbIMAarOMCcA 8blyoUMb CEKPEMHYIO UHGopmayuro,

Hanpumep, nNaposas om AU4YHo20 KabuHema.

e Bbl npoxoauTe «ONpoc» Ha CauTe, 1 3a 3TO Bam 0DeLLatoT KPYNHY0 cymmy
BO3HarpaxaeHus, Hanpumep, 150 Tbicay pybnei.

e Ho ana noaTBep:KAEHUA KapTbl U NepeyncieHna BoHycoB Bac NpocAT
Nepeyvnc/InTb «3aKpenutesbHbIA NaaTex» B pasmepe 150 pybnen.

e Bbl oTnpasnaeTe AeHbrn, a NOTOM HEe MOXeTe CBA3aTbCA C MOLLEHHUKaMM.

Kak 3awututb cebna

¢ Hactpolite 6noKMpoBKY danblUMBbIX CAUTOB B CBOEM Bpaysepe.
Korga onnaunBaeTe NoKynku B UHTEPHETE, NPOBepATe aapec
cauTa. Echv pomeH He coBnagaeT B TOYHOCTU € OpULMaANbHbIM
Ha3BaHWEM CalTa, He BBOAUTE AaHHbIE.

* BbibupainiTte 3alWMULEHHOE UHTEPHET-COeAMHEeHNe. Agpec canTta
[ONXEH HauynHaTbeA ¢ byke https, a He ¢ http, a B agpecHon
CTPOKe A0MKeH 0TObpaXKaTbCA 3HA4YOK B BUAE 3aKPbITOrO 3amKa.
e Mogkntounte CMC-6aHK. OH noHafobuTca Ansa NoATBEPXKAEHMA
nnartexa naponem ot 6baHka.
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OTtBeTbl Ha NnonynApHble BONPOCHI

KakeTca, meHA aTaKyloT MOLWEHHUKU. YTo genatb?

Cpo4YHO NO3BOHMTE B KOHTAKTHbIM LieHTP CbepbaHka Ha Homep 900 (c
MmobunbHoro TenedoHa) unu 3ainaute B Coepbank OHNaH, Bbibepute
KapTy U HaxkmuTe «3abN0KMpPOoBaTh KapTy», NOCAE Yero no3BoHUTe B HaHK.

MHe npuwno CMC o Tom, 4TO MOKO KapTy 3abnokuposanu.
Yto genatb?

NMocmoTpute, ¢ Kakoro Homepa npuwno CMC:
* Ecnn coobuieHme npuino ¢ Homepa 900, no3BoHMTE B BaHK N0b6bIM
yAobHbIM cnocobom:

— B KOHTaKTHbIM LeHTp CbepbaHKa N3 MOBUABHOIO NPUAOHKEHUA
CbepbaHK OHNanH

— ¢ mobunbHoro TenedoHa Ha Homep 900

— nnu ¢ noboro TenedpoHa Ha HOMEP, YKasaHHbIM Ha 0bpaTHOM CTopoHE
KapTbl. COoTpyaHUK BaHKa coobLWMT Bam AaNbHENLLIne AeNCTBUA.

® Ecnuv cooblleHre NpULLo ¢ ApYyroro Homepa, BepOATHEE BCEro, ero
OTNPaBUNMN MOLLEHHUKN. [Tepe3BaHUBaTb HA 3TOT HOMepP «And
pPa3bAoKUPOBKN» HENb3A. ECAW NOABUAUCE COMHEHWSA, AENCTBUTEbHE)
N1 Balla KapTa 3ab6/10KMpoBaHa, Bbl MOXeTe NOo3BOHUTL B BaHK no
Homepy 900 M yTOYHUTL UHPOPMaLULO.
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OTtBeTbl Ha NnonynApHble BONPOCHI

MHe npuwno CMC o Tom, YTO NO MOEN KapTe npoBegeHa
onepaumsa, HO A 3Ty onepayuio He cosepwan. Yto genartb?

Ecnn Bbl 3apernctpupoBanbl B CoepbaHk OHNalH, npoBepbTe nociegHue
onepaumu B CBOEM JIMMHOM KabuHeTe Unm mMobuabHOM NPUAOKEHWUMU,
Ecnm Tam HeT TakoM onepaumumn, HannwmnTe Ham NpaAmo cemdac. lNMocne
atoro yaanmte CMC. Ecnm »e Bbl A€UCTBUTE/IbHO BUAUTE TaKyHo
onepaumio B UCTOPUM OnepaLmnin, HO He coBepLlanu e€, No3BOHUTE B
6aHK ntobbiM yaobHbIM cnocobom: — B KOHTAKTHbIN LeHTp ChbepbaHKa u3
MobunbHOro npunoxKenua CbepbaHk OHNaMH — ¢ MOBUNBbHOTO
TenedoHa Ha Homep 900 — unu ¢ noboro TenedpoHa Ha Homep,
YyKa3aHHbIM Ha 06paTHOI CTOPOHE KapTbl.

MHe npuwno CMC ¢ Homepa 9000, a He 900. 3TO MOLIEHHUKHU?

HeTt. C Homepa 9000 CbepbanKk nposoant CMC-onpoc o KayecTse
obcnyKMBaHMA U NPOBOAUT aKTyanmsaumo gaHHbix. CMC-onpoc
onnaymsaeTca no TapubHomy naaHy KnmeHTa. CoobuieHne moxeT
CcoAEepaTb CCbINIKY Ha onpoc CbepbaHKa opros.sberbank.ru nnm Ha
noptan LleHTpa HeaBuxmnmoctn CbepbarHka Domclick.ru
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OTBeTbl Ha NONyAsAPHble BONPOChHI

Yo genatb, ecnu A noTepan UAKU Yy MeHA yKpanu tenedoH, K KoTopomy
noaknwouyéH CMC-6aHK?

B 3TOM cUTyaLmMM BamM HY»KHO 06paTUTbCA B BaHK M NONPOCUTb BPEMEHHO
3abnokuposatb CMC-6aHK. 3aTem 3ab/10KMpPYHTE CBOIO CUM-KAPTY Y
COTOBOrO onepaTtopa.

MHe No3BOHMA COTPYAHUK cnyx6bl 6esonacHocTu ChbepbaHKa u
co06LWWmMA 0 NONbITKaX HEU3BECTHBIX UL, CHATb AEHbIM C MOEM KapTbl.
Mory nu a coobuwatb emy HOmep Mmoei KapTbl?

Ecnv Bam 3BOHUT cOTPYAHUK BaHKa, OH He ByaeT 3anpalimMBaTb HOMep
Baluer KapTbl, MAH-koa nam CVV2/CVC2-Koa, NOruH, Naposb OT
CbepbaHK OHNaliH unu koa n3 CMC. B 3Toi cuTyaumumn npekpaTurte
pa3roBop U No3BoHUTE B HaHK N0bbim yaobHbiM cnocobom:

— B KOHTaKTHbI LeHTp CbepbaHKa M3 MOBUIBHOTO NPUNOXKEHUA
CbepbaHk OHNamH,

— ¢ mobunbHoro TenedoHa Ha Homep 900,

— unu ¢ noboro TenedoHa Ha HOMEP, YKa3aHHbIM Ha 06paTHOM CTOpoHe

KapTbl. G
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OTtBeTbl Ha NnonynApHble BONPOCHI

Kak onpeaenutb, 4UTO MHE 3BOHUT MMEHHO COTPYAHUK BaHKa, a He
310YMbILWIEHHUK?

Mpw 3BOHKE KNWUEHTY cOTPYAHMK CoepbaHKa Bcerga obpauiaerca no
MMEHWN-0TYECTBY; HUKOrAa He NPOCUT KoOHPUAeHUMabHbIE CBEAEHUA:
NONIHbIE PEKBU3UTbI KapTbl (Homep KapTbl, [MUH- n CVV-koa), CMC-
naponu 6aHKa, HUKoraa He TpebyeT coBepLlaTh onepaLmin ¢ KapToi.
MOMHUTE, YTO 3a4a4a MOLIEHHMKA — 3acTaTb BaC BPacniaox U He Aatb
BPEMEHM NPOaHaNN3MPOBaTh CUTYaLMIO, NO3TOMY OH DyaeT HacTaueaThb,
4yTOObI Bbl BbINOJIHUAM €ro TpeboBaHMA Kak MOXKHO ObicTpee.

Mory nu A nonb3oBaTbca 6aHKOMaTOM, eC1M OH 3aBUCAET,
CaMONpPOU3BOJIbHO Nepe3arpyaeTca UAKU Ha IKpaHe NoABAAIOTCA
noao3puTenbHble n3obpaxkeHuna?

Takum BaHKOMaTOM NOAbL30BaTLCA HeNb3A. OTMEHUTE TEKYLLYH
onepaumuio, HaxkaB KHOMKY «OTmeHa», 1 Ao AUTeCb BO3BPaTa KapThl.

Echn 6baHKoOmaT He BO3BpaLlaeT KapTy, No3BOHMUTEe Ha Homep 900 nau no
TenedoHy, yKazaHHoOMy Ha baHKomaTe. He oTxoauTte oT baHKoOMaTa, NoKa
He BbINOJIHUTE peKoMeHaauun coTpyaHuka baHka.
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OTtBeTbl Ha NnonynApHble BONPOCHI

Yto aenatb, ecnu 6aHKOMAT He BO3BpaLLaeT KapTy?

[lo3zBoHUTE Ha HOmep 900 nnu no TenedoHy, yKasaHHOMY Ha baHKomaTe.
He otxoaute ot 6aHKOMaTa, NOKa He BbINO/IHUTE peKOMeHAaLUm
coTpyaHuKa baHka.

MHe npuwno ¢ HesHakomoro Homepa CMC o Tom, 4TO Ha MOM cueT
nepeseaeHbl geHbru. A notom mHe npuwno CMC c npocbboit nx
BEPHYTb, TaK KaK AieHbrn nepesenu no owmnbke. i mory BepHyTb AeHbrun?

Cbepbank otnpasnaer CMC Tonbko ¢ Homepa 900 nnm 9000, coobuieHus
O COBEpPLIEHHbIX Onepayuax ¢ Apyrux HOMepoB COBEPLLALOT, KaK
npasuno, moweHHUkKU. Ecnu sam npuwno CMC ¢ gpyroro Homepa,
HanuwuTe Ham B dopme obpaTHOM CBA3M U NepelanTe Ham Teket CMC.
[Mocne atoro yganute CMC.

MHe npuwwna ccbiKa Ha YCTaHOBKY MOBUNBHOTO NPUNOXKEeHUA
CoepbaHK OHNaiMH. A mory ero ycTaHoBUTbL?

HeT, ycTaHaBAMBaTb NPUAOXKEHUA Mo ccbliikam u3 CMC-coobuieHun nnm
3NEKTPOHHOW NOYTbl HENb3A, AaXKe ec/in B Co0bLEeHMN yTBepKAaeTCs,

4YTO OHO U3 BaHKa. Ncnonb3ynte ToNbKO 0PULIMAIbHbBIE MPUIONKEHUA 4
6aHKa ana Android, iPhone, iPad n Windows Phone. |
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OTBeTbl Ha NONyAsAPHble BONPOChHI

Ona Bxopa B UHTepHeT-6aHK C6epbaHK OHNAMH Yy MeHA 3anpallnMBaloT
Homep 6aHKOBCKOM KapTbl. l mory ero Beectu?

Het. Ana Bxoaa B ChepbaHKk OHNANH HY}KEH TONBKO IOTUH, IUYHBIN
Nnapoab UNM 0aHOPa3oBbIi naponb ns CMC. Ecnn Ha caite
3anpalumBaoT 116y Apyryo nepcoHanbHy nHGopmauuio,
Hanpumep, Homep BaHKOBCKOM KapTbl Uan mobunbHoro tenedoHa,
MOKWUHbLTE CalT U CPOUYHO obpaTuTech B HaHK.

MHe npeanoxunm npogatb Moo 6aHKOBCKYIO KapTy. OueHb
BbIrOAHOE NpeasnoXeHue, A MOry Ha Hero CorlacuTbCA?

He cornawaiitecb, €& MOryT UCNOb30BaTh B MOLUEHHUYECKUX LLeNSAX.
MpaBooxpaHUTE/IbHbIE OpPraHbl B NepByO ovepenb byayT nposepaATb

BNAaAENbLA KapTbl HAa NPUYACTHOCTb K NPECTYNAEHMUIO.
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&) CBEPBAHK

OTtBeTbl Ha NnonynApHble BONPOCHI

MHe npuwino noaospuTe/ibHOE NMCbMO Ha 3JIEKTPOHHYIO NMNOYTY. KaK noHATb,
MOLUEHHUYECTBO 3TO U/IU HeT?

B nepsyto ouepeab obpatute BHUMaHUE Ha NOYTY oTnpasutena. Kak npasuno,
MOLLUEHHWKKU MCNONb3YIOT 06LLEeA0CTYNHbIE NOYTOBbIE AOMEHbI UM MOKYNatoT
AOMEHDbI, NOXOXKMe Ha OPULMaNbHbIE AOMEHHbIE UMEeHa KOMMNaHU, YToDObI
BBECTM NoayyaTens nMcbma B 3abnyxaeHue.

Bac A0/MKHO HACTOPOXKUTbL, €C/IM TEMA, KOHTEHT NMMCbMa WU Ha3BaHue ¢annos
noby:KOatoT Bac K Hemea/ieHHOMY AeNCTBUIO: NePenTU Mo CCbIJIKe, HaXKaTb Ha
KHOMKY, OTKPbITb pann, HemeaneHHO OTBETUTb Ha NMUCbMO.

Ba)KHO TaK:Ke 06paTUTb BHUMAHME Ha obpalleHme n NoAnNUCh B NUCbME: ecnu
OHM Be3/MuHbIe, BbICOKA BEPOATHOCTb 0bMmaHa. KoHTakTbl 4nsa obpaTHOM CBA3K
B TAaKOM NUCbMe MOryT BbITb HE40CTOBEPHbI, NO3TOMY NPOBEPLTE UX Ha
opuUMANBHOM CalTe KOMMaHUW.

He nepexoguTte no cCbiJIKam U HE KAMKanTe Ha NOA03PUTENbHbIE 0BBHEKTHI.
HaBeauTte Kypcop MbiluM Ha NOAO3PUTENBHYIO CCbINKY AU 06BEKT, UTOObI
YBUAETb, KyAa OHa BeAET Ha camom aene. CpaBHUTE afipec C aipecom
oduMuManbHOro camtTa KOMNaHUu.

ByabTe OCTOPOXKHbBI C BNOKEHUAMMU: OTKPbLIBANTE TONBKO T€ U3 HUX, KOTOPbIE Bbl
Aaan OT CBOUX aZpecaToB.

He BBoguTe cBOM KOHbMAEHUMAIbHbIE AAHHbIE, TOTUH U NAP0/b Ha
NOAO3PUTENBHbBIX CAUTaX UM B Kakne-nnbo aHKeTHble GopMbl.

He oTBevarTe Ha NOA03PUTENbHbIE MUCbMA.




&) CBEPBAHK

OTtBeTbl Ha NnonynApHble BONPOCHI

MNpu onnate NOKYNKK Ha caiTe A BBeN HOMep cBoeu KapTbl u CVV.
MHe Hanucanu, 4To NpousoLwna ownbKa n oNA OTMeHbl onepauuu
MeHA npocat coobwmntb CMC-Kog. MOXXHO 1M MHe ero oTnpaBuUTb?

HeT. Hukorga He BBOguTe «Maponn gnsa OTMeHbl onepauum» u He
coobuwiante HUKOomy CMC-Koapbl. O6 3TOM MOTyT NONPOCUTb TONIbKO
MOLLUEHHUKN. ECNU Bbl C 3TUM CTONKHYIUCb, NOKUHBTE CalT U CPOYHO
obpatutech B HaHK.

MHe npuwno coobuweHne o Tom, 4to CbepbaHK NPoBOAUT NNOTEPEIO U
npeanaraet NPoUTK onpoc. l nepewén no ccbiiKe, OTBETUAN HA
BONPOCHI, U Tenepb MeHA }aeT npus. Mory a1 A noATBepAUTb CBOIO
KapTy U NPOU3BECTM «3aKpenuTe/bHbIA NAATEX» ANA NepedynucneHusn
BO3Harpa)kaeHua?

Hu B Koem cny4vae. 3TO pacnpoCcTpaHEHHaA CXeMa MOLUEHHMYECTBa,
KOraa oT UMeHM BaHKa MOLWEHHUKKU HanpasAsaT CCbIIKK Ha
bUWwmMHrosble canTbl. He nepexogute no nogo3pUTENbHbIM CCbIIKaMm,
npu NboM onnate B UHTEPHETE NPOBEPANTE aJapec canTa U BBOAUTE
AAHHbIe TONbKO eCNY AOMEH TOMHO COBMaAaeT ¢ 0PULMUANbHBIM
Ha3BaHMEM CauTa.
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OTBeTbl Ha NONyAsAPHble BONPOChHI

fl ctan cBupeTrenem moweHHu4YecTea. Yto genatb?

HanuwwuTte no agpecy fraud@sberbank.ru, echu ctanu ceugetenem
060N MOLLIEHHMYECKON AeATENbHOCTU, Hanpumep:

ecnn Bbl 0BHAPYKUAU CAUT C COMHUTENBHBIMU GUHAHCOBLIMM
NPeaNoXKEHUAMM,

rae MOLEHHUKN CKpbiBatoTca nog bpeHpgom CbepbaHka U BBOAAT B
3abnyxaeHune notpebutenen;

ecnu Bam npuwwno nogosputenbHoe CMC coobuieHue, akobbl OT BaHKa,
0 NpoBeAeHnM onepaumn n TpeboBaHMeEM NO3BOHUTD;

eC/IN BaM 3BOHWUIU MOLLEHHUKMN U NbITaNUCh NONYYUTb NEPCOHA/bHbIE
AaHHblE;

eC/Iv Bbl MOAYYUIN COMHUTEIbHOE MUCbMO, BO3MOKHO COAeprKalliee
BUPYC WUIN CCbIJIKY HAa MCTOYHMK pacrnpocTpaHeHus Bupyca;

eC/U BaM M3BEeCTHbl HOMEpa KapT, UCMOAb3yeMble MOLLEHHUKaMK ANA
XULWEHUA AEHET;

eC/1M Bbl 0BHaPYXU/IN YASBUMOCTb Ha OAHOM M3 NYBANYHbBIX OHNANH-
cepsucoB CbepbaHka: CbepbaHKk OHnanH, CbepbaHK busHec OHNaMH
canT sberbank.ru u gpyrux.




NMonynapHbie BONpPOCHI

Bcé o knbepbesonacHocTH

&) CBEPBAHK

OTBeTbl Ha NonynApHblIe BONPOCHI

fl notepan ceolo 6AHKOBCKYIO KapTy. YTo MmHe genatb?

Ecnu Bbl NOTEPANU KapTy UK NOAO3PEBAETE, YTO BALL CYET aTAKYHOT
MOLUEHHMKK, CPOYHO eé 3abnokumpynTe. I8 3TOro NO3BOHUTE B
KOHTaKTHbIN LeHTp CbepbaHka Ha Homep 900 ¢ mobunbHoro TenedoHa.
Nnun 3ainanTe B MHTEPHET-6aHK nam mobunbHoe npunoxkeHne CoepbaHkK
OHNalH — HalANTE HYXKHYIO KapTy U HaxkmuTe «3absoKMpoBaTb»







